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(such as for example investigating a follow up, post infection, support app).

The requirements document received from the Dutch health authority GGD are leading in the
decisions in this solution architecture. The original requirements document can be found at
ij i inarie an/publicaties/2020/05/19/program

-yan-eisen +Programma-+van+Eisen+def pdf

This document only details the proof of concept for exposure notification.






o The eHealth Network toolbox “Mobile applications to support contact tracing in the EU’s
fight against COVID-19" as published by the European commission
<https.//ec.europa.eu/health/sites/health/files/ehealth/docs/covid-19_apps_en.pdf>

e The key principles as published by “Veilig Tegen Corona” at http://veiligtegencorona.nl
(This is an approximate translation of the key principles, see the Veilig Tegen Corona
site for the original Dutch manifesto):

e Ine baseline standard that applies 1o all government systems in the Netherianas:
o Baseline Informatiebeveiliging Overheid 1.04

https://bio-overheid.nl/media/1400/70463-rapport-bio-versie-104_digi.pdf

e Handreiking Mobiele App Ontwikkeling en Beheer 3.0
il line.nlfi raonline/alas/

.pdf
* Web Content Accessibility Guidelines 2.1 https://www.w3.ora/TR/WCAG21/
e NCSC beveiligingsrichtlijnen voor webapplicaties
https://www.ncsc.nl/documenten/publicaties/2019/mei/01/ict-beveiligingsrichtliine
-VOOr-wi icati
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prescribes that the input values for this calculation can be retrieved from a server, so that they
can be adjusted over time.

For an understanding of how these buckets and parameters work, we have made available a
test sheet that can be copied and used to get an understanding of the calculation:

https://docs.google.com/spreadsheets/d/18RVkBjahiVxd3IL gOS7weKEocB8KxxTufZVQ2ex\WOq
R4/edit?usp=shari
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of DeviceCheck (i0OS) and Safetynet Attestation (Android) to validate if a request comes from a
genuine android device and/or from the official app:

» https://github.com/google/exposure-notifications-server/blob/master/docs/server_function
al_requirements.md

The documentation for DeviceCheck and Safetynet Attestation can be found here:

e https://developer.apple.com/documentation/devicecheck
» https://developer.android.com/training/safetynet/attestation

TODO: These checks are controversial. First, it relies on a server API at Apple and Gooale.















